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About Legal Notes
This column is provided as general 
information and not as legal advice. The 
law is constantly evolving, and attorneys 
can and do disagree about what the law 
requires. Local agencies interested in 
determining how the law applies in a 
particular situation should consult their 
local agency attorneys.

continued  on page 14
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Local Agency Electronic 
Media Use and California 
Public Records Law
by the League of California Cities’ Committee on the California Public Records Act

Members of the public and local agency officials carrying out the public’s 

business use electronic media to communicate, and this type of communi-

cation is increasingly widespread. Local agencies also use electronic media 

for external and internal communications and to create, transmit and store 

official information.

The League’s Committee on the California Public Records Act includes: Eric Danly (chair), Meyers Nave, city attorney for Cloverdale and 
Petaluma; Roy Hanley, Hanley and Fleishman, city attorney for King City and Solvang; Kimberly Hood, Best Best & Krieger, deputy city at-
torney for Davis; Craig Labadie, Law Offices of Craig Labadie, city attorney for Albany; Donald Larkin, assistant city attorney for Palo Alto; 
Joe Montes, Burke Williams & Sorensen, city attorney for Alhambra, Moorpark and Santa Clarita; Juli Scott, (ex officio), retired Burbank 
chief deputy city attorney; and Mario Zamora, Griswold, LaSalle, Cobb, Dowd & Gin, assistant city attorney for Hanford.

T
his article provides an overview of the law affecting local agency electronic 
information, discusses some emerging electronic records issues affecting local 
agencies and offers suggestions regarding local agency electronic records pro-
grams. For a more extensive resource on records laws affecting California local 

agencies, see The People’s Business: A Guide to the California Public Records Act (www.caci-
ties.org/PRAGuide) and the 2011 supplement (www.cacities.org/PRAGuideSupp).

Public Right of Access to Local Agency Records

The California Public Records Act obligates state and local agencies to: 

•	 Make	agency	records	that	are	not	exempt	from	disclosure	available	for	inspection	or	
copying during normal office hours; and 

•	 Provide	copies	upon	payment	of	the	agency’s	duplication	costs.

The public’s right of access to agency records has also been incorporated into the Califor-
nia Constitution.

The Public Records Act Applies to All Forms of Records 

The Public Records Act applies to any information prepared, owned, used or kept by a 
state or local agency, regardless of the form in which the information is kept. The act is 
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intended to cover every conceivable kind 
of record involved in the governmental 
process, including every new form of 
record-keeping that is developed. 

Local agencies must be prepared to satisfy 
Public Records Act disclosure require-
ments for all current and future electronic 
records that are not exempt from disclo-
sure. (For a list of common exemptions, 
see “Items Exempt From Disclosure” on 
page 15.) All agency e-mails, Facebook 
pages, tweets, blogs, podcasts and other 
electronic communications and records 
not exempt from disclosure are subject to 
inspection and copying on request. Agen-
cies that initiate the use of new electronic 
information media should anticipate 
the need to make electronic and hard 
copy records available under the Public 
Records Act. 

Electronic Records Requirements 
Affecting Local Agencies

Some provisions of the Public Records 
Act and other statutes and case law direct-
ly address electronic records requirements 
that affect California local agencies. 

Requests to Provide Records  
Electronically 

Agencies must provide electronic copies 
of existing electronic records that are not 

exempt from disclosure in the format 
requested if it is a format in which the 
agency keeps the records or transmits 
them to other agencies. Agencies may 
agree to produce requested electronic 
records that require data compilation, 
extraction or programming — but can-
not be required to do so. When they 
agree to produce such records, agencies 
may charge the requester the cost of the 
required data compilation, extraction or 
programming. To ensure reimbursement, 
agencies may wish to require a deposit 
prior to incurring such costs. 

Posting Agency Personal Contact  
Information on the Internet 

The Public Records Act prohibits posting 
an elected or appointed official’s home 
address and telephone information on 
the Internet without first obtaining the 
official’s written permission. Agencies 
that post Statements of Financial Interests 
(also known as Form 700s) may wish to 
encourage use of officials’ business ad-
dresses on the disclosure form.

Geographic Information Systems 

Geographic information system “base 
map” data that is integrated with a local 
government agency-developed computer 
mapping system is not a public record 
subject to disclosure. 

Automated Traffic Enforcement  
System Photos 

Photographs made by automated traffic 
enforcement systems (red light cam-
eras) are confidential and may be made 
available only to governmental and law 
enforcement agencies — and only for the 
purpose of traffic control.

Local Agency Review of Employee  
Text Messages 

Local agency review of employee text 
message transcripts without a warrant 
as part of an administrative investiga-
tion may be consistent with the Fourth 
Amendment to the U.S. Constitution 
when the review is for non-investigatory, 
work-related purposes or for investigat-
ing work-related misconduct — if the 
measures used are reasonably related to 
the search objectives and are not exces-
sively intrusive. Local agencies may wish 
to consider adopting policies that govern 
the use of agency electronic communi-
cations systems. Such policies should 
address users’ expectations of privacy in 
such systems, among other issues.

Emerging Issues Affecting  
Local Agencies 

Given the dramatic increase in the use of 
electronic communications and infor-
mation systems and the rapid, ongoing 
development of new electronic informa-
tion devices, systems and uses, it is not 
surprising that there are a number of 
evolving electronic records issues affecting 
local agencies. Such issues include meta-
data, legislative body member e-mails and 
e-mail retention.

Metadata

Metadata is data about data that is con-
tained in an electronic record. Metadata 
can reveal who created an electronic re-
cord and when, who has edited or viewed 
a record, and notes and commentary con-
cerning an electronic record. Neither the 
Legislature nor the California courts have 
directly addressed how metadata should 
be treated under the Public Records Act. 
Courts in other jurisdictions have ruled 
that metadata embedded in electronic 
public agency records is subject to the 
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same rules concerning disclosure and 
exemptions from disclosure as any other 
public agency electronic information. 
Local agencies should consider treating a 
records request for metadata in the same 
way they would treat any other electronic 
information — by providing all metadata 
not exempt from disclosure.

Legislative Body Member E-mails 

Local agency legislative body members 
may send and receive e-mails concerning 
agency business. No published California 
case addresses the status of legislative 
body member e-mails sent on personal 
devices and accounts. However, a relative-
ly recent trial court ruling may provide 
some helpful considerations regarding 
treatment of local agency legislative body 
member e-mails. The Tracy Press sued the 
City of Tracy and one of its city council 
members seeking an order to disclose 
e-mails between the council member and 
Lawrence Livermore National Laboratory 
members. The trial court ruled in the 
city’s favor, relying on two main conclu-
sions. First, the court held that the city 
council member was not covered by the 
definition of a “local agency” subject to 
the Public Records Act. Second, the court 
held that the e-mails, which were sent 
from the council member’s home com-
puter using her private e-mail account, 
did not meet the definition of public 

Some exemptions from disclo-
sure that most frequently apply 
to public agency records and that 
are contained or recognized in 
the Public Records Act include 
those for:

•	 Signed	referendum,	initiative	
and recall petitions; 

•	 Drafts	not	retained	in	the	ordi-
nary course of business; 

•	 Pending	litigation	information;	

•	 Personnel,	medical	and	similar	
information that if disclosed 
would	invade	personal	privacy;	

•	 Law	enforcement	information	
(except specified information 
that must be disclosed); 

•	 Real	estate	appraisals	for	
public property acquisition and 
engineering estimates for public 
construction;

•	 Records	exempt	or	prohibited	
from being disclosed under 
other laws; 

•	 Attorney-client	privileged	com-
munications;

•	 Attorney	work	product;	

•	 Official	information	privileged	
records; 

•	 Pre-decisional	communications	
protected	by	the	deliberative	
process	privilege;	and	

•	 Information	regarding	which,	
based	on	the	particular	facts,	
the public interest in non-
disclosure clearly outweighs the 
public interest in disclosure. 

For	a	more	extensive	list	and	dis-
cussion of public agency records 
that	are	exempt	from	disclosure,	
see Chapter 4 of The People’s 
Business: A Guide to the Cali-
fornia Public Records Act (www.
cacities.org/PRAGuide) and the 
latest supplement (www.cacities.
org/PRAGuideSupp).

Items Exempt From Disclosure

The Public Records Act 

applies to any informa-

tion prepared, owned, 

used or kept by a state 

or local agency, regard-

less of the form in which 

the information is kept.

sccpconcrete.com

“Pervious concrete has the advantage of meeting multiple 
design requirements for storm water runoff management in 
Santa Barbara County.”

“We needed a material for the 
ADA compliant areas of the 
parking lot that would 
facilitate wheelchair access, 
accept code required striping 
and still allow the storm 
water to percolate.”
— Brian Dougherty, FAIA, 
 Dougherty + Dougherty Architects LLP

— Cathleen Garnand, Civil Engineering Associate, 
 County of Santa Barbara Water Resources Division



Looking for Footnotes?
A fully footnoted version of this 
article is available online at 
www.westerncity.com.
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records prepared, owned, used or retained 
by a local agency under the Public Re-
cords Act. The Tracy Press appealed the 
trial court’s ruling, and the court of ap-
peal dismissed the case because the Tracy 
Press failed to name the council member 
as a defendant/respondent on appeal.

E-mail Retention

The Public Records Act is not a records 
retention statute; it is a records disclo-
sure statute. Other laws govern retention 
of public records. No statute defines 
what a “record” is for purposes of local 
agency records retention. The California 
attorney general has opined that local 
agency records for the purposes of records 
retention laws are those kept as required 
by law, or as necessary or convenient for 
the discharge of agency duties. There-
fore, local agencies appear to retain some 
discretion concerning which agency 
records, including electronic records such 
as e-mails, must or should be retained in 
the ordinary course of agency business. 
Nonetheless, some open government 
advocates have challenged local agency 
e-mail destruction policies and assert that 
all local agency records, including e-mails, 
must be kept a minimum of two years. 
Local agencies may wish to develop poli-
cies concerning disposition and storage of 
electronic records such as e-mails.

Conclusion

Local agencies increasingly rely on 
electronic communications and informa-
tion systems. Agencies employing new 
electronic records and communication 
technologies should prepare to comply 
with records law requirements that apply 
to local agency electronic information. 
Local agencies should also be aware 
that their use of electronic records and 
information systems may raise legal issues 
under other laws such as open meet-
ings laws, labor and employment laws, 
personal privacy laws, records retention 
laws and free speech laws, among others. 
Agency electronic communications and 
records policies should consider the full 
range of laws that may apply to agency 
electronic information.  n
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Opportunities available this summer . . .

City Managers

City of Los Banos
City of Pismo Beach

Visit the TB&Co. website for detailed 
information – www.tbcrecruiting.com

phone 916•784•9080
fax 916•784•1985

www.bobmurrayassoc.com

Director of Environmental Services 
City of San José, CA
Known as the “Capital of Silicon Valley,” San José is the world’s leading center of 
innovation. San José is now seeking a Director of Environmental Services to oversee 
an annual budget of $207 million and over 500 full-time employees. The selected 
candidate will demonstrate a collaborative and inclusive management style that 
values the opinions of a highly skilled workforce while being sensitive to the 
priorities of a diverse community. The ideal candidate will engage the organization 
in developing a contemporary vision for the Department in the context of new 
economic realities. At least ten (10) years of progressively responsible profes-
sional experience in environmental management, wastewater treatment or 
engineering, including five (5) years at a policy making management level, are 
required. A bachelor’s degree in a relevant field is expected; a master’s degree 
is preferred. The salary range for the Director of Environmental Services position 
is $127,417 - $199,154; placement within the range is dependent upon 
qualifications. If you are interested in this outstanding opportunity, please apply 
online at www.bobmurrayassoc.com. Please contact Bob Murray or Judy 
LaPorte at (916) 784-9080 should you have any questions. Brochure available. 
Closing date June 8, 2012. 


